DEFENSE INTELLIGENCE AD 5100.

AGEN :
WASHINGTON, DU 20340-5100 17 Febryary 2006
OPR: 1G

Office of the Inspector General Policies and Responsibilities

References:
(a) Defense Intelligence Agency (DIA) Regulation 40-53, “Inspector General
Policics and Responsibilivies,” October 15, 1901 (canceled)
(b DIA Manual 40-1, "Audits, Investigations, Inspections, and Intelligence

Oversight,” December 28, 2001 {canceled)
{c) Public Law 93-4532, Inspector General Acvtof 1978, October 12, 1978 (as
amended)

() Memorandum of Understanding berween the Office of the Inspector
General, Defense Inteliigence Agency, and the Defense Criminal
Investigative Service, “Governing the Delineation of Investigative
Responsibility between the Otfice of Inspector General, Defense
Inteiligence Agency and the Defense Criminal Investigative Service,”
February 2001

{¢1 Department of Defense Instruction 7756.6, “Information Requirements for
Semianmual Report to the Congress,” April 27, 1990

(f) Department of Defense 3240.1-R, “Procedures Governing the Activities of
Dob) Intelligence Components that Affect Unied States Persons,”
December 1982

{g) through (1}, see enclosure 1.

1. Purpose

t.1. Replaces references (a) and {b).

L2, This directive establishes policy as i relates to the official responsibilities of the Office
of the tnspector General (OIG} Specifically, it includes the laws, regulations,
executive orders. and policies that define and suppoit the roles and responsibilities of
the DIA Inspector General (IG). It also defines and clarifies the roles and
responsibilities of DIA management, staff, and outside agencies in support of the OIG.

1.3. This directive applies to all personnel and organizations assigned or attached to DIA.

2, Responsibilities
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Inspector General Actor 1978

The IG 1y a cvilian senior executive appoinied by the director 1o serve as head of the
OIG. The OIG is established as an independent office within DIA. The duties and
responsibilities of the 1G are consistent in nature and scope to those of any statutory 1G.,
under the provisions of Public Law 93-432, the Inspector General Act of 1978,

reference (o).
Intelhigence Authorization Legisiation

The Intelligence Authorization Act for fiscal vear 2003, reference (i), amended Section
&H of the Inspector General Act of 1978 1o require the DIA OIG to submit an annual
report directly to the congressional mtelligence committecs on resources, plans,
capabititics, and support of its office.

OIG Services
The OIG provides the following services o the agency:
2.3.1. Advisory Services to Director, Other Federal Agencies, and Congress:
2301, Advises the direcior on all audit, inspecton, intelligence oversight,
investigaton, and workforce assistance matlers covered under the
Inspector General Act of 1978 and ¢on all matters related to the

preventon and detection of fraud, waste, and abuse in the programs
and operations of the agency.

2.3.1.2. Keeps the director fully and currenly informed concerning fraud and
other serious problems, abuses, and deficiencies related o the
administration ol programs and operations adminisiered or financed by
the agency.

2.3.1.3. Recommends corrective action concerning such problems, abuses, and
deficiencies and reports on progress made in implementing such
corrective action.

2.3.1.4. Monitors and gives particular regard to the activities of the Department

of Defense (DoD) OIG, and the General Accountabitity Office (GAO)

with a view oward avoiding duplication and ensuring effective
coordination and cooperation,
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Reviews existing and proposed legislation and regulations related 10
DIA programs and operations and makes recommendations to the
director concerning thelir impact on economy and efficiency or on the
prevention and detection of fraud and abuse in DIA programs and
Operaiions.
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Recetves and investigates, consistent with Secuion 7 of the Inspector
General Actof 1978 and in coordination with the Defense Criminal
Investigative Service (DTIS). reference {d), complaints or information
concerning the possible existence of any activity constiuiing a
violation of laws, rules. regulations, mismanagement, gross waste of
funds, abuse of uuthority, or a substantial and specific danger 1o the
public healih aud safety mvolving DIAL

Maintains the DIA OIG hotline to facilicate the reporting of allegations
of fraud, waste, abuse, or mismanagement in DIA programs or
operations by DIA emplovees. contractons, or the general public.

Compliance with the Law and Other Federal Government Agencies/Standards

2.3
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2.9

Provides semiannual reports to the Dol OIG as reguired by Dold
instrucion 77530.6, reference ().

Conducts congressional Haison and supports congressional requests.

Provides a quarterly report 1o the Assistant w the Secretary of Defense
(Intelligence Oversighty (ATSDUO)) as required by Dol? 3240.1-R.
reference (fhconsistent with Executive Order 12333, "ULS.
Intelligence Activities,” reference (g),

Provides guestionable activity notification to ATSD{IO; as required by
Dol Directive SH48.1, reference (h), and Dol 8240.1-R.

Provides an annual repont 1o the congressional intelligence commitices
as required by the Inspecior General Aci of 1978,

Coordinates actions, deemed appropriate with other DIA and DoD
components such as the Under Seeretary of Defense for Policy and the
ATSDAO) on matters related 1o thelr rexpective areas of responsibility,

Reports expeditiously to the attorney general whenever the IG has
reasonable grounds to believe there has been o viotation of federal
crimmal faw, reference {s).

Reports expeditiously o the appropriate military departmern
concerning any alleged violattons of the Uniform Code of Military
Jusuce (UCMI).

Recommends policies for and conducts, supervises, or coordinates
relationships between DIA and other DoD entities, federal agencies,
state and local govemment agencies, and nongovernmental entitics on
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all matters refated 1o the detection and/or prevention of fraud and
abuse In programs and operations administered or Dnanced by the
agency. Recommends the dentification and prosecution of
participants i1 such {raud or abuse.

- Ensures that all DIA audiors adhere to government auditing standards

as implemented by the Compurolier General of the United States
decument. "Government Auditing Stancards.”™ June 2003,

reference o),

- Evaluates progrant performance and monitors actions taken by audits

and inspections conducted by the oD OIG, and audits conducted by
the Comptroller General of ihe United States.

- Maintains close haison with Intelligence Commuunity (1C) and non-1C

O1Gs und associated law enforcement entities within and outside Do,

- Represents the director on all activities requiring coordination andior

collaboration with outside OIGs, e g, DoD. Cenwal Intelligence
Agency {(CLA}, National Security Agency (NSA), Department of State,
mulitary services. ete. Ensures through official and personal
mteraction with these senior offictals that DIA positions and
requirernents are properly articulated and known and that the agency's
best interests are served.

4. Recelves and investigates, consistent with DoD Directive 14013,

reference {m). and Dol Direcuve 7050.6. reference (n), complaints of
reprisal for making disclosures protected by statute.

. Ensures decisions regurding the refease of OIG documents, both within

and outside BLA, are made with due regard 10 the privileged nalure
and confidentiztity of such documents, the effective management of
the affairs of DIA, and the disclosure provisions of DIA Regulation
12-39, "Freedom of Information Act Program,” reference (o), DIA
Regulution 12-12, "Defense butelligence Agency Privacy Program,”
reference (p), and the amendments 1 the Freedom of Information Act
made by Section 312 of the Intelligence Authorization Act for fiscal
year 2003, “Prohibition on compliance with requests for information
submitted by foreign governments.” “Section 307 amends S US.C. 532
(3(3)(A). by hmiting the application of this paragraph of the Freedom
of Information Act (FOIA) such that agencies would be prohibited
from complying with the requests of forcign governments or their
representatives to make records available.”

2.3.2.16. Prepares pre-decisional and authoritative reports.
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O1G Products and Services

1
-

3300 Imtates, conducts, and supervises audits, inspections, investgations,
intelligence oversight inquiries, and workforce assistance activites.

283200 Provides palicy direction for audits, inspoctions. investigations,
mtelligence oversight mguiries, and workforce assistance activities
relaied o the reduction and ehminstion of fraud. waste, and abuse 10
maprove program effectiveness,

2.3.3.3 Evalooies and reviews the work of all DA activinies related 1o self-

inspection. infernal review, contract review, mtelligence oversight, and

securily oversight
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Investigates fraud, waste, and abuse uncovered as u result of OIG
activities, Inlernal reviews, contract reviews, seourity oversight, and
aiteliigence oversight. as the 1G considers appropriate.

23350 Monuors and evaluates program performance and provides guidance
with respect 1o all DIA actividies related o crimimal investigation
PrUgrams,

2.3.3.6. Evaluates program performance, and monitors actions taken by all

DIA components in response 10 audits, inspections, and other reviews.

2.3.3.7. Recommends policies for other activities carried out or funded by DIA
for the purpose of promoting econemy and efficiency in the
administration of programs and operations or in preventing and
detecting fraud, waste, and abuse.
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fnteracts with the agency's senior lcadersiip to ensure that their plans,
programs, and policies are fully understood and that specific concerns
within the responsibilitics of the OIG are addressed.

2.3.39. Organizes, directs. and manages GG resources.

2.4, Deputy Directors For and Speciad Office Chiefs
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DIA components will ensure that the OIG has access 1o and copies of all
records, reports. audits, reviews, documents, papers. recommendiions, or other
availuble materials. Each element will also provide the necessary authorizations
and securily apcesses,

Muanagers will allow employees unobstructed access o the O1G. Employees are
protected by DoD Directive 703006, "Military Whastleblower Protection,
reference (n), and the Intelligence Community Whistleblower Protection Act of

Lo
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1998, reference (1) when making & complaing, indicating an inten: to make a
complaini. or for disclosing information 1o the OIG.

DIA Employees
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Employees are vesponsible for complying with apohicable laws and regulations
and tor mainaining high standards of conduct in the programs and operations of
the ageney. Emplovees must repont suspecied or apparent fraud, waste, or abuse
to the OIG.

Employees wilt cooperate fully with the OIG so that audis. mspections.
investigations, intelligence oversight inguiries, and workforce assistance
activities may be conducted and brought 1o @ prompt and appropriate
conclusion.

Employees cun assert their rights under the Fifth Amendment or Article 31,
UCMI 1o refuse o answer questions on the grounds that the answers might he
ased against himn or her in eriminal proceedings.

Lmployees who knowingly fail to report evidence of fraud, waste, or abuse or
who fail 1o cooperate i an investigation as a witness are subject 1o disciplinary
action.

Emplovees who deliberately make a complamt or provide information to the
OIG with the knowledge that such complaint or information is false are subject
to disciplinary action.

The O1G will carry out the responsibilities and functions described in Section 2 under
the general supervision of the dicector. The O1G will not be prevented or prohibited
from initiating, carrying out, or completing any audit, inspection, nvestigation,
intelligence oversight inquiry, or workforee assistance activity. or from requesting any
subpoena during the course of any audit, evaluation. or investigation; except that the
OIG will be subject to the authority, direction. and control of the director with respect
1o audits. evaluations, ov nvestigations that require access to information concerning:
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Sensitive operational plans.
Inteiligence maters.

Counterinteliigence matters.

Ongoing criminal investigations by other administrative units of the DIA or
DoD relared 1o national scourity.
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3R Other maners, the disclosure of which would consiiute a serious threat 1o
national security.

in accordance with the procedures established in DoD Directive 7600.2, reference {y).
it the director exercises the authority 1o restrict OIG audior access, the Dol IG will be
advised of the denial within 13 working days,

In the performance of its assigned responsibilities and fupctions, the OIG will
coordinate actions, as deemed approprigte, with other DIA components.

In addition to the authorities 1 be exercised in parailel and in support of the DoD QIG
authorities under the Inspector General Act of 1978 and suthorities delegated in DoD
Drireciive 310321, reference (0. and DoD 3240.1-R, which delineate QIG
responsibilities and demonstrate an inherent requiresent {or an internal oversight
organization within DIAL the O1G s delegated authority oy

341 Have access to all records, reports, mnvestigations, audits. reviews. docurnents,
papers, recommendations, or other materials available 1o any A component.
O1G officials will possess proper security clearances and access approvals when
semsitive classified data are requested.

3420 Communicate divectty with personnel of othier Dol components on martters
relating to the Inspector General Act of 1978 and this directive.

T4} 4. B oipe et b1 ch o . : Ty rn RPN

343, Request assistance us needed {from other andit, inspection, investigation,

mteiligence oversight, and workforce assistance units of Dol components.

344 Request information or assistance {rom any federal. state, or local governmental
agency o wt thereof,

Y
MICHAEL D. MAPLES
Licutenant General, USA

Director
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ELENCLOSURE 1

Refergnces. continued

{2) Executive Order 12333, “Intelligence Activities.” December 4, 1081
th i

3 Doy Directive 314811 "Assistant 1o the Sevretary of Defense {Intelligence
Oversight) (ATSD ii()é‘ T May 21, 2004
¢33 Hou e Report 107-789. “Inie! lmul ¢ Authonization Act for Fiscal Year
20037 November 14, ,_\){}2
(1) Senatc Report 106-279. "Awhorizing Appropriations for Fiscal Year 2001
for the Intelligence Activities of the United States Governnent and the
Central Imtelligence Agency Retirement and Disability System and for Other
Purposes.” May 4, 2000
1 Dol Directive 5106.1, “Inspector General of the Department of Defense
(G, Dol January 4, 2001
() Comptroller Genzral of the United States Document, "Government Auditing
Swandards, (2003 Revision)” June 2003
() DoD Directive 1401.3, “Reprisal Protection for Nonappropriated Fund
Instrmentality Employess/Applicames,” October 16, 2001
{n} DoD Directive 7030.6, "Military Whistleblower Protection,” Juns 23, 2000
(o) DIA Regulation 12-39 “Freedom of Information Act Program,”
August 24, 1999
(p) DIA Regulation 12-12, "Defense Intelligence Agency Privacy Program.”
April 13,1997
(g DoD Directive 76001.2. ~Audit Policies.” March 20, 2004
() Dol Divective S105.21, "Defense Intelligence Agency (DIA)Y
February 18, 1997
(s7 Memovandum of Understanding between the Attorney General and the
Inteliigence Community, “Reporting of Information Concerning Federal
Crimes.” August 2, 1993
{1) Intelligence Community Whistleblower Protection Act, Gctober 1998
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